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Abstract

The realities of today testify to the urgency of the development of modern theories of intelligence and
counterintelligence activities, in particular in the aspect of ensuring national economic interests. The above
confirms the relevance of studying the theoretical and applied principles of economic intelligence and
counterintelligence. In this regard, the purpose of the article is to analyze the role of economic intelligence
and counterintelligence in ensuring national economic interests through the prism of the theoretical and legal
aspect. To achieve the goal, a system of general scientific and special research methods was used, in particular,
dialectical, system-structural, and system analysis methods. The study for the first time formulated the definition
of the concept of economic intelligence with a view to a macro-level activity approach - this type of it can not
only contain the collection of information from open sources, but also be implemented by creating an agent
network, corrupting officials or representatives of top management, stealing technological documentation,
using false companies, cyber-attack organizations. The results of the research made it possible to distinguish
the functioning models of economic intelligence: systematic, purposeful acquisition of information of a strategic
nature; ensuring national economic interests through constant monitoring of strategic sectors of the economy
of individual countries; conducting active influence measures by national special services. The conclusions
presented in the article can be useful for security sector practitioners
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Introduction

Over the past two decades, the economy has pushed
aside the political factor in international relations
and has become the dominant factor in the struggle
for global leadership among states, which has forced
world leaders to radically rethink the main priorities
of national security. Obtaining information on eco-
nomic growth, the status of critical infrastructure facili-
ties of individual countries, the introduction of the latest
technologies, and the implementation of large invest-
ment projects remains an extremely important compo-
nent of the activities of most national intelligence ser-
vices. The competitiveness of national economies in
today’s global markets determines the ultimate dilemma
of choosing between national progress and security, or
poverty and instability. National governments are under
increasing pressure to meet the growing needs of the
population of their countries and therefore are forced
to maintain the competitiveness of the state by any avail-
able means, among which one of the most important is
the use of special services. Given this, the issues related
both to the need to develop the capacity of the national
economic intelligence system and to the development of
qualitatively new approaches to counterintelligence pro-
tection of the national economic potential of the country
are becoming more urgent.

Today, most leading countries have already cre-
ated powerful, clearly structured systems of economic
intelligence, the main elements of which are: separate
state institutions (special services, diplomatic missions,
foreign trade agencies, etc.); transnational corporations;
enterprises of various forms of ownership, scientists and
experts. There are a number of differences in the forma-
tion of national economic intelligence systems based on
different traditions, cultures, structures and potentials
of national economies. However, the main purpose of the
functioning of all economic intelligence and counterin-
telligence structures is information and analytical sup-
port for making important decisions in securing national
economic interests. It is also necessary to underline the
importance of research projects primarily: the study
of market competition, problems of limited natural
resources and the development of strategic sectors of
the economy.

Recently, the number of scientific publications
devoted to various aspects of the development of eco-
nomic intelligence has increased dramatically, and there-
fore it would be quite logical to expect an increase in the
number of research projects and significant progress in
the development of the theory and practice of counterin-
telligence activities in the economic sphere. This would
be fully consistent with the new challenges and threats
caused by the active participation of special services
in obtaining various economic information. However,
as the results of the analysis showed, this did not hap-
pen, which can be explained not only by a sufficiently
high degree of secrecy of developments but also by the

extreme complexity of the problem due to its multi-vector
and specificity.

Y.V. Harust & V.I. Melnyk [1], studying the work of
law enforcement agencies in the protection of economic
security, noted that “one of the priority tasks of any
country aimed at its own sustainable and dynamic devel-
opment and establishment of favourable conditions for
the existence of an acceptable social and material sta-
tus of its population remains the effective provision of
economic security of the state. Successful implementa-
tion of this task requires the adoption of an appropriate
range of organisational, legal, economic and a number
of other state-legalised measures. One of such meas-
ures remains an effective and systematic counterac-
tion to existing and latent destructive factors that nega-
tively affect the normal course of economic processes”.

In her study on economic and military intelli-
gence, Yu.E. Muravska [2] emphasises, namely: “Cur-
rently, as a result of globalisation and computerisation,
organisations and enterprises are required to apply
in practice a broad and multidimensional analysis of
competitors’ activities at local, regional and global lev-
els. It is no coincidence that such concepts as “strategic
intelligence” or “economic intelligence” have become
commonplace both in the theory and practice of the
functioning of economic entities. Thus, the needs of
the market determined creation of numerous economic
intelligence agencies that meet the complex informa-
tion demands of clients. According to the author, sources
of market intelligence should be sought in the military.
Many of the tools and methods of intelligence used in
the military sphere were implemented in civilian eco-
nomic intelligence services”.

H. Tsyrfa perspective [3] on information security
is also worth attention, namely: “The rapid spread of tel-
ecommunication networks, electronic resources and elec-
tronic delivery of information require the state to develop
a strategy for information security, which should include
the goal, objectives and a set of basic measures for its
practical implementation, that is, a new policy that will
effectively protect all areas of the state’s economic policy
with information support”.

The key issue in the study of the theoretical foun-
dations of counterintelligence activity is that scientists
constantly have to address the dilemma of “American”
and “European” approaches to understanding the basic
concept. Thus, in the process of searching for a new par-
adigm of counterintelligence activity, scientists of the
European community in most cases are forced to use
the publications of American researchers as an empirical
basis, since they are the most numerous and publicly
available today. At the same time, there are growing dif-
ferences between the American and European perspec-
tives of the theory of counterintelligence, and therefore
recent scientific studies suggest the need to reconsider
the European concept of counterintelligence, which has
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long been based on the American approach. Equally
important is the development on this basis of theoretical
foundations and features of counterintelligence activi-
ties in the economic sphere as part of countering eco-
nomic intelligence.

Given the above, the purpose of the article is to
substantiate the theoretical and methodological basis
for establishing a paradigm of protecting national eco-
nomic interests on the basis of modern theories of intel-
ligence and counterintelligence activities and to determine
the basic models of economic intelligence. To achieve
this goal, the following tasks have been set:

- to identify the defining characteristics of the evo-
lution of theoretical provisions explaining the essence of
economic intelligence and counterintelligence;

- to generalise theoretical models and outline pat-
terns of intelligence and counterintelligence activities;

- to systematise and generalise methodological
principles of intelligence and counterintelligence research
as a function of protecting national economic interests;

- to identify and determine the content of algo-
rithms for building economic intelligence models.

Materials and Methods

The key component of the methodological toolkit was
the dialectical method, which made it possible to high-
light the genesis and interconnection of theoretical
approaches to the interpretation of the concepts of eco-
nomic intelligence and counterintelligence, the theo-
retical and methodological foundations of their research
as a function of ensuring national economic interests,
and to establish algorithms for building models of eco-
nomic intelligence, the main of which include: obtain-
ing information; ensuring national economic inter-
ests; active measures of influence by special services.
This method has established the interrelation and con-
tradiction of trends in the development of intelligence
and counterintelligence theory at the present stage, on
the basis of which it was found that there is a vacuum
in the scientific literature since the developed theo-
retical basis of intelligence does not apply to counter-
intelligence. The article also addresses the key problem
of the theoretical basis of counterintelligence activity -
the dilemma of “American” and “European” approaches
to understanding the basic concept.

The system-structural method is applied within
the framework of substantiation of theoretical models of
intelligence and counterintelligence activities, establish-
ment of their regularities, role in the system of protec-
tion of economic interests of the state. This method made
it possible to examine the activities of the relevant ser-
vices of France, the United Kingdom, Spain, the People’s
Republic of China and the United States, etc., on the
basis of which the content of the concept of economic
intelligence through the prism of a macro-level activ-
ity approach was determined: this type of intelligence
can involve not only collecting information from open
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sources, but also through agent networks, by corrupting
high-ranking officials, stealing technological documen-
tation, using front companies, organising cyber attacks.
Given the active role of the information component in
the development of society, it is argued that an important
system-forming factor of economic intelligence models
is the information itself, which significantly affects the
state of political, economic, social and other spheres,
and therefore covers all areas of the market economy,
allows to determine the interregional strategy of states,
to avoid confrontation between the main economic
blocs at the international level. The application of the
system-structural method makes it possible to deter-
mine the algorithms that correspond to modern mod-
els of economic intelligence, which allows not only to
satisfy national economic interests, neutralise relevant
threats but also to make informed decisions in the global
economic arena.

The method of system analysis allowed deter-
mining the specifics of algorithms for building economic
intelligence models, and therefore to determine the best
ways to build a system of domestic economic intelligence
and counterintelligence in the economic sphere. Besides,
this element of the methodological toolkit made it possi-
ble to establish a system of theoretical and applied prin-
ciples of economic intelligence and counterintelligence,
which are marked by a dichotomy of essential features:
on the one hand, these are important elements of the
system of ensuring national economic interests, on the
other - key functions of the special services.

Besides, this element of the methodological
toolkit made it possible to establish a system of theo-
retical and applied principles of economic intelligence
and counterintelligence, which are characterised by
a dichotomy of essential features: on the one hand,
these are important elements of the system of ensuring
national economic interests, on the other - key functions
of the special services.

Results and Discussion

1. Theoretical and applied principles of defining economic
intelligence and counterintelligence. Ukrainian scientific
community considers the theoretical foundations of eco-
nomic intelligence research primarily in terms of indus-
trial espionage or the business economics discipline. Thus,
0. Kryzhanovska [4], considering economic intelligence
as a component of modern business activity, argues that
it includes commercial and industrial intelligence. Thus,
the term “economic intelligence” refers to a broader con-
cept. The analysis of market reforms in the current con-
text shows the intensification of illegal behaviour, pri-
marily related to intelligence and espionage within the
framework of competition.

While researching the trends of industrial espi-
onage, Yu. Muravska [5], substantiates the need for
active measures to protect against manifestations of indus-
trial espionage: to determine what information is sensitive
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and classify it as such; to conduct a risk assessment to
identify vulnerabilities; to establish, analyse and update
the security policy at the enterprise and to form appro-
priate guarantees both procedurally and technologically.

International academic discourse on the stated
research topic is based, first of all, on conceptualis-
ation, i.e. on the procedure of theoretical organisation of
knowledge, subject to the isolation of an individual prob-
lem (while preserving links with related problems). This
procedure involves: a) creating a theoretical and meth-
odological model of the research, b) deriving concepts
from observations and determining the links between
them, c) formulating general statements, d) reflecting
possible trends and changes within this research field,
e) generating research hypotheses.

Thus, according to M. Taillard [6], economic
intelligence data is more accessible than other intelli-
gence information because most of the relevant indica-
tors of a country’s development can be taken from open
sources. Economic intelligence data is based on infor-
mation on the volume of sales of goods, specific types
of goods and their availability, as well as the distribu-
tion and changes in the pricing of certain types of prod-
ucts, etc. By analysing such information, it is possible
to determine the amount and types of resources used
by another country, and the time frames of their con-
sumption. All this not only allows determining the effec-
tiveness of state economic strategies but also makes it
possible to make predictions about the intentions of the
leadership of other countries and to develop appropriate
response scenarios.

M. Paduraru [7] believes that with the accelera-
tion of globalisation processes and lifting of trade bar-
riers, the task of being more competitive in the global
and national markets has become more urgent for most
organisations. In this context, the role of economic
intelligence is to provide decision makers with rele-
vant endogenous and exogenous data. Powerful mul-
tinational corporations were the first to recognise the
potential of the latest available data to improve produc-
tion efficiency. The integration of these mechanisms into
national technological development strategies has ena-
bled some countries to achieve and maintain significant
competitive advantages. The development of public-pri-
vate partnerships brings harmony between the inter-
ests of private institutions and national interests. More-
over, economic intelligence is an effective mechanism for
increasing competitiveness [7].

At the same time, the number of scientific stud-
ies of methodological nature in the field of counter-
intelligence theory remains extremely insufficient.
The main explanation for this state of affairs is that most
of the relevant publications were authored by current
employees of Western European and American intelli-
gence services, who were very cautious about disclos-
ing certain forms and methods of counterintelligence
agencies’ activities. Today, some of these materials have

become more accessible not only due to declassification,
but also due to the development of information tech-
nology and the recognition of the fact that the principles
and structure of counterintelligence activities, and the
basic methods of counterintelligence are quite similar
around the world, regardless of the type of state or the
structure of the relevant agency [8].

In addition, the process of training in higher edu-
cation institutions of counterintelligence profile, con-
ducted by state security agencies, mostly remains closed
to a wide research audience, and therefore its content is
little known. However, the above does not apply to pri-
vate educational institutions that teach their students
the basics of supporting certain components of national
security, intelligence and counterintelligence activities.
Despite the fact that the majority of graduates of such
institutions are in no position to use the acquired knowl-
edge in full, and only a tiny part of them are related to
special services in the future, the methodological base
of these educational institutions is constantly being
improved, and therefore, although with certain reser-
vations, can already be used in the process of scientific
research [9]. In this context, it is relevant to refer to the
judgment of A. Glees [10], who argues that universities
should pay more attention to training intelligence and
counterintelligence professionals, in particular by intro-
ducing relevant materials into curricula. This will not only
significantly better the public perception of the problems
of intelligence and counterintelligence, but will also intro-
duce greater transparency of their successful and failed
practices to the public [10].

Thus, the theoretical and applied foundations
of economic intelligence, and especially counterintelli-
gence, on the one hand, as important elements of the
system of ensuring national economic interests, and on
the other - as key functions of special services, are insuf-
ficiently developed. The need for an in-depth study of
the outlined issues is also accentuated by the limited
research tools. As for the theory of counterintelligence
activities, the closest to the true state of affairs seems to
be the statement that there is a vacuum in the scientific
literature, since “the developed theoretical basis of intelli-
gence does not apply to counterintelligence”. This posi-
tion is based on the analysis of the array of special litera-
ture published over the past two decades, among which
there were only two thorough studies devoted directly
to the theory of counterintelligence activities [11].

2. Methodological foundations of economic
intelligence. The term “economic intelligence” was
introduced by M. Porter [12] after the publication of
his monograph “Competitive Strategy: Techniques for
analysing industries and competitors.”. The author sug-
gested that this concept should be understood as the
activity of collecting and analysing information aimed at
increasing the competitiveness of a firm or industry. The
term became widespread after the publication of a spe-
cial thematic report prepared by H. Martre [13] in 1994
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for the French government. Based on the report’s mate-
rials, economic intelligence is a set of coordinated meas-
ures to collect, process and disseminate information that
is useful for economic entities. One of the significant
achievements of the report was the creation of a new
state institution - the High Representative for Economic
Affairs (in 2016 it was transformed into the Service of
Strategic Information and Economic Security - Service
de I'information stratégique et sécurité économique,
SISSE) [14].

An important methodological caveat to the study
of the theoretical foundations of economic intelligence
is the need to distinguish between economic intelli-
gence itself and economic espionage [15; 16; 17]. The
rapid development of the latest technologies results
in many governments realising that the main condi-
tion for their competitiveness in the global economy is
the need to invest huge capital investments in leading
domestic industries, which does not always coincide
with the real financial capabilities of the state. There-
fore, political decisions often break the line between
economic intelligence and economic espionage. For
states that can afford significant financial injections
for the development of leading sectors of the economy,
economic intelligence and avoiding economic espionage
are more typical since it can lead to significant negative
consequences in relations with strategic partners. How-
ever, for some countries, such a strategy seems impos-
sible, and they decide to steal technologies or secretly
take possession of important financial and economic
information. These countries can run quite legitimate
businesses, they are full participants in the interna-
tional division of labour, but they supplement their own
economic growth with the benefits of economic espio-
nage. The benefits of such activities are quite clear and
well-established. Thus, illegal possession of completed
technological developments makes it possible to pro-
duce and sell products without spending resources on
their research and introduction to the market. For cer-
tain industries, such as pharmaceuticals, biotechnology,
computer hardware and software, production of military
equipment, the acquisition of production technology, even
one high-performance product, can cause huge losses to
the developing country.

The American academic community proposes to
distinguish between economic intelligence, economic
espionage and industrial espionage. Thus, the term “eco-
nomic intelligence” refers to the acquisition of political
or important commercial information of an economic
nature, including technological data, financial, com-
mercially sensitive and governmental information, the
receipt of which will directly or indirectly contribute to
the competitive position of the economy of the recipient
country. Most commonly, this category is defined as a way
of managing and controlling information that applies
to all sectors of the economy, the use of intellectual
activity in the formulation of economic decisions [18].
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Economic intelligence is an important element
of the system of economic security of the state. Most
economic intelligence is legally collected from open
sources, no covert, coercive or operational methods
are used. At the same time, in some cases, economic
intelligence is also conducted through the use of ille-
gal methods and this activity is called economic and
industrial espionage.

Economic espionage refers to the use or promo-
tion of illegal, secret, coercive or deceptive activities
by a foreign government or its representative in order
to obtain economic data. Economic espionage may
include gathering information, acquiring or stealing
a manufactured product by covert means with the intent
of using reverse engineering. Foreign intelligence ser-
vices intending to engage in economic espionage may
use any methods of collecting intelligence data. The most
commonly used methods are HUMINT and SIGINT. It is
a form of involuntary exchange of information, which is
used by those weaker in scientific and industrial terms,
learning or trying to catch up [19].

Industrial espionage is the illegal or covert collec-
tion of intelligence sponsored by an individual or private
enterprise to gain a competitive advantage. These actions
are aimed at collecting proprietary materials or trade
secrets. The term also makes it impossible to legally col-
lect open-source data. Industrial espionage is especially
common in the United States and is practised mainly by
foreign corporations or aimed at American corpora-
tions operating abroad. Often, firms whose main activ-
ity is industrial espionage cooperate with national
intelligence services or conduct intelligence opera-
tions under the auspices of their governments [20].

Research institutions and production complexes
of the military-industrial complex are particularly
affected by industrial espionage since most countries
use economic espionage to improve the military capabil-
ities of their national armed forces, as well as to increase
the competitiveness of their weapons. The investments
required to maintain military advantages can be meas-
ured in billions of dollars, but the desire of individual cor-
porations to make a profit at any cost leads to significant
risks to the effectiveness of such investment projects.

The terms “industrial espionage” and “competi-
tive intelligence” should be differentiated. Thus, indus-
trial espionage is mainly considered to obtain illegally
confidential information about the activities of compet-
itors, a complex range of measures aimed at obtaining
competitive advantages, which leads to huge financial
losses [21]. This can be, for example: stealing informa-
tion that constitutes expertise; bribing an employee of
the enterprise who has confidential information; steal-
ing databases and descriptions of technological pro-
cesses, etc. Such information can be requested not only
by large companies but also by government agencies and
special services. Also, modern industrial espionage can
cause significant damage to the company’s activities by
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using psychological pressure on employees to destabilise
the activities of a competitor company.

The key feature of competitive intelligence is the
legal process of collecting, accumulating, storing and
analysing disclosed information about the function-
ing of a particular company to make optimal decisions
in the management link, taking measures to increase
competitiveness, prevent possible economic risks and
increase the value of the company [3].

The purpose of both industrial espionage and
competitive intelligence is to obtain information about
the activities of competitors. At the same time, these
two activities differ in methods and means of obtain-
ing information: the former is illegal, unlike the latter.
Industrial espionage involves operational work to col-
lect specific information, while the result of competitive
intelligence, among other things, is the formulation of
recommendations for management decisions [22].

Thus, the term “economic intelligence” should
be understood as a purposeful activity of public and
private entities aimed at obtaining information on the
financial and economic policy of the state (including its
technological aspects), and any other information that
will directly or indirectly contribute to the growth of
competitive advantages of the donor country in the inter-
national global and national markets. The majority of eco-
nomic intelligence data is formed from information col-
lected from open sources. At the same time, customers
of an intelligence product are no less interested in infor-
mation obtained using secret methods of intelligence
activities. This activity may include obtaining informa-
tion by creating an agent network, corrupting officials or
top management representatives, stealing technological
documentation, using shell companies, organising cyber
attacks, and so on.

3. Methodological foundations of counterintel-
ligence. The substantive characteristic of the concept of
counterintelligence in the writings of most researchers
on the subject follows from the generic concept of intelli-
gence. To understand counterintelligence, it is proposed
to consider the concept of intelligence in several con-
texts: activities or processes aimed at obtaining infor-
mation; a set of information obtained as a result of the
processing; an organisation whose activities are aimed
at obtaining, receiving and processing information (for
example, the intelligence community); reports, brief-
ings that are the result of the organisation’s activities.
The key element in all these definitions is information.
Sometimes raw data is called intelligence, but this asser-
tion cannot be considered correct - information is trans-
formed into intelligence only after appropriate analysis
and giving it meaningful content in accordance with pre-
viously formulated tasks. At the same time, intelligence
is divided into four segments according to the follow-
ing main functions: espionage, surveillance, analysis and
research, and covert operations. Espionage and surveil-
lance are aimed at supporting analysis and research. In

turn, the combination of these sectors supports covert
operations. Hence, it is concluded that counterintelli-
gence is a key element that combines all four parts of
intelligence functions [23].

The main difference between the function of col-
lecting and obtaining information in intelligence and
research and analytical functions in business or trade is
the secrecy factor of certain aspects of this activity [24].
Therefore, secrecy should be the basic characteristic of
counterintelligence: “..counterintelligence should be
aimed against intelligence, against active hostile intel-
ligence, against enemy spies” [25].

Although intelligence is usually divided into
three main categories - operational, tactical and strate-
gic, the taxonomy of counterintelligence in most publica-
tions is based on the other two categories - defence and
offence. These categories were proposed by intelligence
researchers, but this approach seems to be quite suc-
cessful in forming the essential characteristics of coun-
terintelligence activities. For example, the taxonomy of
counterintelligence of the US Marine Corps is as follows:
operations; investigations; information acquisition and
reporting; analysis, production and dissemination of
information products [26].

The analysis of counterintelligence in terms of
defensive and offensive categories suggests that the
so-called “defensive” counterintelligence combines
those activities aimed at deterrence and detection.
At the same time, “offensive” counterintelligence, in
addition to detection activities, involves misleading
and neutralising the enemy. The purpose of detection
activities being included in both types of counterintel-
ligence may be the possession of information security
tools or active measures aimed at finding persons who
violate the legislation on state secrets.

The approach of the American academic com-
munity is that there are five main types of counterin-
telligence in terms of activities in the following areas:
national security; military; law enforcement; business
counterintelligence; private counterintelligence [27]. It
is important to note that these typological areas may
overlap, for example, investigating the leak of classified
information on the deployment of troops in a foreign
country will be of interest to both military intelligence
and counterintelligence agencies ensuring national
security. Besides this typological overlap in the areas of
activity, there may also be a functional overlap between
defensive and offensive functions used by intelligence
services. For example, the US intelligence commu-
nity, headed by the Director of National Intelligence,
is structured into an alliance of seventeen major intel-
ligence services (the CIA is the leading political intel-
ligence service of the US government independent of
other ministries and agencies, the other sixteen mem-
bers of the community are part of various US fed-
eral ministries and agencies). Despite the fact that the
alliance is generally focused on intelligence, a number
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of agencies have special units that are engaged in coun-
terintelligence activities [28].

Common in the approaches of representatives of
American and European scientific schools of counterin-
telligence theory is the interpretation of counterintelli-
gence as one of the functions of national security. At the
same time, this approach is subject to criticism: “Obvi-
ously, the role of counterintelligence has been misunder-
stood, as for a long time there were no coherent theo-
ries of counterintelligence that would satisfy the practice.
Therefore, the formation of the corresponding theory was
carried out by practitioners who were guided by their own
needs, and not by a deep understanding of the principles of
constructing theoretical concepts. While there is nothing
wrong with practice- and needs-based approach, it makes
the practice less effective and therefore less effective.” [29].

Since the researchers had no issues with the
availability of secondary information explaining or
describing the practice of counterintelligence in the
process of studying the empirical basis of counterintel-
ligence activities, these data were taken as the basis for
the development of the relevant theory. The relevant
information was obtained mainly from literary sources.
The next step was to establish an appropriate logical
structure (model), which became the basis of the most
common theory of counterintelligence activities.

4. Algorithms for constructing models of eco-
nomic intelligence. Based on the above analysis, it is
possible to highlight the features of counterintelligence
activities in the economic sphere as a key element of
the system of protection of economic interests. Accord-
ing to the results of the analysis, the most successful
approach to the organisation and coordination of com-
plex counterintelligence measures of economic nature
is demonstrated by the special services of France. Thus,
the National Map of Intelligence Risks has been devel-
oped and is functioning in the country, containing not
only their list but also specific measures to minimise
them. All of them are aimed at countering the possi-
ble conduct of espionage operations organised by for-
eign special services or private structures [30]. The
project engages all research laboratories in the coun-
try, start-ups, and more than 20 thousand organisations
and enterprises involved in the operation of the state
defence complex. Each ministry develops clearly defined
so-called “restricted zones” (fr. Les Zones A Régime
Restrictif, ZRR), which must be agreed upon with
the General Secretariat for National Defence and Secu-
rity (SGDSN). Each enterprise or organisation has its
own state-appointed curator (usually a representative of
special services). Practical preventive measures include:
control of access to premises, and regular verification of
personnel, visitors and external suppliers carried out
by competent special services (DGSE, DGSI, SCRT, DRM,
DRSD) [31]. Besides, companies are advised to give
preference to French or EU partners, avoid using free
cloud storage solutions, not share strategic commercial
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information, encrypt information transmitted to sup-
pliers, and not use an administrator account to perform
daily tasks. It is also recommended to conduct a regu-
lar audit of the infrastructure that discloses production
processes and constantly monitor compliance with the
terms of the contract. In case of any deviations from the
secrecy policy or external interference, the company is
obliged to inform DGSI and/or DRSD [31].

In addition to the above, an effective measure
to counter economic espionage is the use of the rele-
vant European Union Directive by the interested struc-
tures [32]. It is significant that the French Criminal Code
provides for punishment for economic espionage up to
20 years in prison [33].

Today almost every leading national special ser-
vice has a significant arsenal of forms and methods of
economic intelligence. For example, in 1994, the Parlia-
ment of the United Kingdom of Great Britain and North-
ern Ireland adopted the Intelligence Service Act [34],
which granted the Secret Intelligence Service (SIS) quite
broad powers to obtain such information, extending it
to “all areas relating to the economic well-being of the
United Kingdom”. In March 1994, the French government
obliged its own intelligence services to significantly
expand operations to obtain information of an economic
nature, for the coordination of which the Committee on
Economic Competitiveness and Security was established
the following year [20]. Also, in France, a special educa-
tional and scientific institution Ecole de Guerre Econom-
ique (EGE), which trains doctors of sciences of the rel-
evant profile, is successfully functioning today [35].

The Armed Forces of Spain are directly inte-
grated into the national system of economic intelli-
gence, besides providing full information on the regions
where foreign peacekeeping campaigns are conducted
with their participation, they also offer the following ser-
vices: training of private companies’ personnel in the
basics of information analysis, cybersecurity, informa-
tion protection. The direct participation of the military
in the work of most structures of the Chamber of Com-
merce and Industry of Spain, and in conducting defence
research is common. The question of creating a National
Interagency Intelligence School on the basis of the Span-
ish Armed Forces, one of the activities of which will be
targeted training of economic intelligence specialists, is
also being considered [36].

For a long period of time, the largest donor of eco-
nomic intelligence has been the People’s Republic of China.
This issue is mainly handled by the Ministry of State Secu-
rity of the People’s Republic of China, the Special Depart-
ment of the General Staff of the People’s Liberation Army
of China, and the Department of Military Intelligence [37].

The United States of America also pays consid-
erable attention to matters of economic intelligence
development. In addition to the CIA, the US National
Security Agency is also authorised in this sphere,
which has dramatically increased the capabilities of
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information acquisition as a result of the introduction
of the new ECHELON system, which can intercept mil-
lions of electronic messages around the world [38]. At
the same time, the USA pays quite serious attention
to the threats caused by numerous attempts to col-
lect economic information in the country. It is believed
that the acquisition of economic information and data
on critical technologies by foreign intelligence services
threatens not only the viability of industry but also the
national security of the United States as a whole. There-
fore, the espionage activities of foreign intelligence ser-
vices aimed at the economic potential of the state back
in 1993 were included (and remain today) as one of the
seven most urgent threats to national security, on which
the efforts of the FBI counterintelligence units should
be focused [39]. Thus, according to this special service,
the main efforts of foreign intelligence services and rep-
resentatives of corporate intelligence were focused on
obtaining information related to research and devel-
opment in the following industries and areas: pharma-
ceuticals and medicine, computer software, chemical
technology, electronic banking, optics, and telecommu-
nications. Efforts also focused on collecting informa-
tion on corporate negotiating positions, cost and pric-
ing structures, marketing plans, contract bids, customer
lists, and new products and services. A particular focus
was given to the national laboratories of the US Depart-
ment of Energy related to the development of modern
energy supply technologies [40].

One of the most successful modern models of
economic intelligence is considered to be the Japanese
one, which, with regard to national differences, has been
introduced by some countries, in particular the PRC,
South Korea, Malaysia, and Singapore. The key prior-
ity is state support for the international expansion of
domestic companies. All issues related to Japan’s eco-
nomic intelligence are directly coordinated by the Min-
istry of International Trade and Industry (MITI) [41].

The system comprises public institutions and pri-
vate companies and operates in the following strategic
rigid vertically constructed dimensions: a global and
local approach to markets; trade strategies that are well
adapted to the economic and cultural context of each
country; long-term economic strategy; accurate and
detailed information policies pursued by private com-
panies with a daily reporting system; integration and
coordination of economic centres; partial and selective
distribution of information based on access levels; cor-
porate training programmes for young professionals
aimed at providing and improving specific skills, includ-
ing the understanding of local culture and language,
depending on the companies and their location [42].

The European model is characterised by much less
rigidity of vertical links, but the common feature with the
Japanese model is the strong coordination and integra-
tion of all activities carried out at the state, corporate
and individual (including academic) levels. Unlike the
United States, in most European countries, government
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structures play a leading role in coordinating the activities
of all participants in the system. As for special services,
they perform mainly the most responsible and non-pub-
lic tasks to obtain important economic information [41].

The analysis shows the relevance of defining the
concept of economic intelligence in view of the mac-
ro-level activity approach - this type of intelligence
can include not only collecting information from open
sources but also occur through the creation of an agent
network, corruption of officials or representatives of
top management, theft of technological documentation,
the use of front companies, organisation of cyber attacks
(methods of economic intelligence are increasingly con-
verging with economic espionage).

The concept of economic intelligence serves as
a generalising category and correlates with other con-
cepts considered as general and partial. The analysis
allows the authors to propose the following algorithms
for building modern models of economic intelligence:

- an algorithm of systematic, targeted acquisition
of strategic information on the economic development
of a particular country, which allows the political leader-
ship of the state to reduce uncertainty in decision-mak-
ing, thereby significantly increasing the economic com-
petitiveness of the country and domestic companies in
the global arena;

- an algorithm for protecting national economic
interests, which provides for constant monitoring of
strategic sectors of the economy of a number of cer-
tain countries. Active measures are also expected to be
taken to neutralise the threats of negative external finan-
cial and economic influences. Equally important is the
function of countering transnational organised crime
and terrorism, which remains the prerogative of special
intelligence services and law enforcement agencies;

- algorithm of active measures of influence by
national special services. Their main goal is to enhance
the presence of the state and representatives of domes-
tic business in the world markets, including markets of
strategic importance to other countries.

Conclusions

The study allowed reaching a number of conclusions,
among which the main ones are the following.

1. Based on the study of the characteristics of
the evolution of theoretical provisions that interpret
the concept of economic intelligence and counterintel-
ligence, it is found that a characteristic feature of the
development of the theoretical foundations of special
services, in particular, the theory of counterintelligence
in the Western scientific paradigm is its relative con-
servatism. The relevant methodology has remained al-
most unchanged for many years, but a significant part
of special methods of activity has undergone significant
changes due to the accelerated development of advanced
technologies. This has given grounds for international
and national support for the need to change the cur-
rent paradigm of intelligence and counterintelligence.
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2. The generalisation of theoretical models and
outlining the patterns of intelligence and counterin-
telligence activities has shown the need to change the
conceptual boundaries of intelligence and counterintel-
ligence, because theorists and practitioners of special
services have realised the urgency of new challenges
and threats (especially of a non-standard and hybrid
nature) that cannot be detected and prevented through
the use of outdated methods. Besides, an additional need
to change approaches has arisen due to the greater ac-
cessibility of information to the general public, including
classified information, as a result of the spread of cyber
attacks on the information resources of state institutions
and critical infrastructure facilities. The main forms
and methods of intelligence and counterintelligence
activities began to be actively used by representatives
of transnational organised crime and terrorist groups.
Since there are no legal, ethical, financial or any other
restrictions and boundaries of criminal activity for them,
special services must reach a qualitatively new level of
efficiency in their activities.

3. The systematisation and generalisation of the
methodological foundations of the study of intelligence
and counterintelligence as functions of protection of
national economic interests made it possible to as-
sert that counterintelligence serves as a key element
that combines all aspects of intelligence functions
(activities aimed at obtaining information; a set of in-
formation obtained as a result of the processing; an
organisation whose activities are aimed at obtaining
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and processing information; the results of the organi-
sation’s activities). As of today, Ukraine lacks traditions,
structures, mechanisms and tools for economic intel-
ligence and counterintelligence. It is primarily a mat-
ter of building a system with coordinated mechanisms
for the activities of state institutions and structures,
transnational corporations, private companies, local
governments, educational institutions and experts. The
main functional purpose of this system should be to
promote the economic security of Ukraine.

4. The results of the study showed that models
of economic intelligence can correspond to three main
algorithms: an algorithm for obtaining information; an
algorithm for protecting national economic interests;
and an algorithm for active measures of influence on the
part of special services. The models of economic intelli-
gence proposed in the study can be used in establishing
a system of domestic economic intelligence and coun-
terintelligence in the economic sphere. For in Ukraine,
the term “economic intelligence” as it is understood by
most economically developed countries is rarely applied.
Modern models of economic intelligence can correspond
to algorithms for developing models of economic intelli-
gence, the main of which include: obtaining information;
protecting national economic interests; active measures
of influence by special services.

A promising area for further scientific research
is the study of the features of the Western system
of training specialists in economic intelligence and
counterintelligence.
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AHoTauia

Peauii cborozieHHs 3aCBif4y0Th HaraJbHICTb PO3BUTKY Cy4YaCHMX TeOpil po3BiJlyBaIbHOI Ta KOHTPPO3BiAyBaIbHOI
JislIBHOCTI, 30KpeMa B acleKTi 3a6e3neyeHHs HallioHA/IbHUX eKOHOMIYHUX iHTepeciB. 3a3HaueHe MiATBEPIKYE
AKTYaJIbHICTh BUBYEHHS TEOPETUKO-NIPUKJIAaIHUX 3aca/, EKOHOMIYHOI pO3BiZjKM Ta KOHTPPO3BIiJKH, 1110 O3Ha4Y€EH]
JUXOTOMIEI0 CYyTHICHUX O3HAK: 3 OJIHOTO 60KY, Ile BXKJIMBI eJleMeHTH CUCTeMU 3abe3neyeHHs] HallilOHATbHUX
€KOHOMIYHMX iHTepeciB, 3 iHIIOT0 — KJI040Bi QYHKLII AiSAbHOCT] crerjanbHUX CyK6. Y 3B’A3KY 3 LIUM, METOI0
CTaTTi € 3/iliCHEHHs aHaJi3y poJii eKOHOMIYHOI pO3BiZIKM Ta KOHTPPO3BiJKM B 3abe3neyeHHi HallioHAaJbHUX
€KOHOMIYHMX IHTepeciB Kpi3b NPU3My TEOPETUKO-NPABOBOr0 acnekTy. /g JOCATHEHHs MOCTaBJIEHOI MeTH
BUKOPHUCTAHO CUCTEMY 3arajbHOHAyKOBUX 1 CHelliaJIbHUX METOAIB JOC/i[KEHHs, 30KpeMa JiaJIeKTUYHUH,
CUCTEMHO-CTPYKTYPHUHU | METOJ CUCTEMHOTO aHaJi3y. Y pochifpkeHHi Bnepiue chopMyIbOBaHO BU3HAUYEHHS
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Balanda and Cherniak [IIINNEGES

MOHATTS] €KOHOMIYHOI PO3BiJIKU 3 OIJISIly HAa MaKPOpiBHEBUH JislIbHICHUH MiAXij — new i BUJ, He JIMLIe MOXe
MicTuTH 36WpaHHsa iHdopManii 3 BiAKpUTUX MKepes, a ¥ peasi30ByBaTUCS LISIXOM CTBOPEHHSI areHTYpPHOI
Mepexi, KOpyMIlyBaHHH 4YMHOBHUKIB YU NpeJCTABHUKIB TOI-MEHE/KMEHTY, KpaZiXKKU TeXHOJIOTIYHOI
JlOKyMeHTalii, BUKOpHUCcTaHHA NijicTaBHUX GipM, opraHisanii kibepaTak. BuokpemsieHo Mosiesi pyHKIiOHYBaHHSA
€KOHOMIYHOI PO3BiJIKH: CHCTeMaTH4He, LiiJiecnpsiMoBaHe 3700yBaHHs iHpopMallil cTpaTeriyHOro xapaktepy;
3abe3neyeHHs HalliOHAJbHUX EKOHOMIYHMX i{HTepeciB LLISXOM IOCTIHHOrO MOHITOPHUHTY CTpaTeriyHux
rajiyseil eKOHOMiKM OKpeMHX KpaiH; pOoBeieHHs HAal[ilOHAIbHUMU CIIellia/TbHUMHU CJIY>K6aMU aKTUBHUX 3aX0/iB
BIIMBY. HaBeJileHi BHUCHOBKU MOXYTb OyTH KOPHUCHHUMHU JJis axiBLiB-MPAaKTHUKIB 6e3MEKOBOr0 CEKTOPY,
30KpeMa crernjasicTiB 3 eKOHOMiIYHOI 6e3MeKH, a TaKOX CJAYTyBaTHU HiAIPYHTAM /ISl HAJIEXKHOTO MPOBeJeHHS
CHencay6amMu 6e31MeK00PiEHTOBAHUX MPOLeAYP iIHBECTUI[IHHOI Ai/IbHOCTI, 3/iliCHEHHS] aHA/IITUKAMU OI[iHKH
KOHKYPEHTOCIIPOMO>KHOCT] Hal[ioHaJIbHUX eKOHOMIK Ha IJ106a/IbHOMY PUHKY
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